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Moderator: Sanjay Handu, Supply Chain & Strategy Consultant

The security of any country consists of two parts, outside the borders and internal 
security. Internal security is sometimes the lesser known brother of defence in 
India. Internal security is a complex field, and it is high time we figured out the lay 
of the land in internal security, the scope and spread. Where do the opportunities 
lie? What is the mental SWOT map we can make out of this? To understand 
the complexities involved, we have to first understand the enormous size of our 
country, the huge territory to protect. The various geopolitical challenges we have 
with our neighbours appears to be across the borders, but it has repercussions 
that spread inside. Internal security covers everything from the humble police 
stations to teams like BSF, NSG, etc. If we look at the size, the Indian police 
alone has about 20 lakh personnel, add to that federal agencies which are in the 
security business. Clearly, there is a huge scope, spread and complexity for police 
force modernization, border fencing or outpost, national maritime identification 
grid, etc

Panel discussion: Opportunities in Internal Security

David Keynan, Managing Partner, BDO-I2I India Business Consulting

What I have seen in India in the last 12 years is the most rapid and well-managed 
growth of the information technology industry that ever happened in the world. 
What we see in India is young entrepreneurs developing product companies who 
are doing cutting edge technology who might be catering to the Indian market 
right now but have the global market as a potential. The fact that the Indian 
government is encouraging global OEMs to come and look for local technology, to 
fund local companies, to ensure that they have the manufacturing and engineering 
base here is the kind of infrastructure, which allows smaller companies to come 
up. The Israeli defence industry is divided into 3 very clear tiers. We have the big 
4 integrators, 3 of them are DPSUs owned by the government. We have about 60 
to 70 tier 2 companies who are supplying the integrators. These are backbone of 
the Israeli innovation and growth of the industry. The Israeli government funds 
50% of research costs for a mid-sized company, funds 50% of global marketing 
costs which allow the companies to flourish and grow. Then, we have about 300 
smaller companies who provide add on services.

Sh. Rajan Medhekar IPS (Retd.), Former DG, NSG, MHA, Govt. of India

Internal security includes many peripherals like energy security, cyber security, 
all of which dovetails into internal security. We don’t have a national internal 
security doctrine. There are two distinct methodologies we use to do this, one is 
state police and the other is federal agencies like BSF, now called central armed 
police forces. Sadly, there is no common interface for us to interact with the 
people who come up with products and ideas. There is no systematic approach to 
projecting requirements; this could be also due to security. The other problem is 
the long drawn out governmental procedures to give approvals. The 26/11 tragedy 
showed us how badly prepared we were, we didn’t have a floor plan for the Taj 
or Oberoi, and we were going in blind. We need to develop digital mapping of 
buildings, and then we can use our systems to computerize it and share with the 
field agents far away.This presents a huge opportunity for domestic market to 
customize products for our terrain. We also have a dire need for documentation. 
We have a poor writing history, so we end up reinventing the wheel every time. 
We need software to translate reports from the local language to English.
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Pratap Heblikar, Director, Maxgrid Securicor India

There are two main challenges we face in internal security. There is no 
codified documentation; we go about it in an ad-hoc manner. Our government 
institutions are based on sector specific knowledge and management systems. 
Evidence points out that these systems are unable to collaborate in delivering 
multi-disciplinary responses. The Ministry of Home Affairs and the Ministry of 
Defence can no longer be independent variables. We need to understand national 
security in a comprehensive sense rather than narrow military terms. India is not 
a prosperous country; we have to use funds judiciously. There is a greater need 
for the corporate sector to play a leading role in the national security strategy. 
Our opportunities lie in the states and provinces of India. The central government 
has access to some of the finest technology, but law and order is vested with 
the state governments who are the first responders in any emergency situation. 
We have to look into how each state deals with conventional and asymmetrical 
threats, which will grow as the years go by. We need to bring the private sector 
into the discussions of internal security at a national level. We need to involve 
public and private sectors in joint ventures and create a groundswell to figure out 
where we fit in.

DEFTRONICS 2015 – In a Nutshell
The second edition of the premier strategic electronics conference, DEFTRONICS, took off at Pragati Maidan, New Delhi, on September 9th and saw the action packed 
event unfold over the next two days. The huge participation of delegates and exhibitors bore testimony to the fact that a conference like this is truly the need of the 
hour. All the speakers, unanimously, lauded IESA for organizing DEFTRONICS 2015 with the extremely relevant theme of ‘Building Global Partnerships for Make in India’.
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Manufacturing – A Dismal Scenario
It has been reiterated time and again that for India to boost her economy, 
manufacturing has to take centre stage. As the chairman of the Kalyani Group, 
Baba Kalyani, said in his speech, India’s share of global manufacturing is a mere 
2% as against 22% of China’s. Defence, aerospace and internal security can be 
considered the sunrise sectors in manufacturing considering the huge import bill 
we incur to meet our defence needs. He emphasized that despite our worthy 
efforts during the past decade, we have to ramp up the design and manufacturing 
processes to meet the modernization needs of our armed forces. According to Shri 
Sharma, Chairman, TRAI, our current value addition to defence manufacturing 
is quite insignificant comprising mainly of small components. This implies we 

will end up importing a majority of our strategic electronics products leaving us 
with an unsustainable import bill. Unless we focus on domestic manufacturing, 
achieving self-sufficiency in defence and aerospace will remain a distant dream. 

The only way manufacturing as a whole and strategic electronics manufacturing 
in particular can be revved up is to bring in the private sector in a big way. 
According to Shubra Singh, Joint Secretary, DIPP, the need of the hour is to have 
a sustainable and effective manufacturing ecosystem, and for this to succeed it is 
vital we involve the MSMEs, SMEs and other private players. Dr. Nayak with the 
Ministry of Defence, while congratulating the IESA on organizing a summit with 
such a relevant topic, opined that encouraging domestic manufacturing means 
we take care of the security angle as well as the economy when it comes to 
defence and aerospace.

Research and Development – The game changer
Speaker after speaker emphasized the fact that we have to turn our focus to research and development in defence electronics along with local manufacturing if we 
are to realize our vision of ‘Make in India’. Roland Berger’s Rahul Gangal was sure that design and integration competence are the key areas where there can be 
crucial value addition for the Indian industry. Given the complexity of defence manufacturing, Dhirendra Singh, former Home Secretary, felt that aiming to make every 
component from the scratch would be unwise. Instead, we must concentrate on our core strengths and competencies and buy and customize the rest. The foremost 
sector geared toward pushing cutting edge innovation is the start-up sector. This was amply evidenced during the panel discussions with the founders of startups like 
Dhruva Space and Gridbots Technologies, Narayana Prasad and Pulkit Gaur respectively.

Dr. Prabhat Ranjan, Executive Director, TIFAC, ‘’Tech Vision 2035’’ envisages scaling up of innovation on a major scale through the various programs under TIFAC with a 
particular focus on the ESDM sector.  Shri J. S. Deepak, Secretary, DeitY, felt that IPRs are pivotal if we have to capture the higher end electronics market.

Look forward to meeting you at 

IOT Next 2016

RSVP : marketing@iotnext.orgwww.iotnext.org

Date : 9-10 November 2016 | Venue : Bengaluru
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Building Global 
Partnerships
It was universally reiterated by speakers across the spectrum that India 
cannot exist in isolation if we want to see her as a manufacturing hub. 
Considering the fact that defence, aerospace and internal security 
are highly complex sectors, we have to look toward forming strategic 
partnerships with global players. With our policies getting liberalized, 
especially the offset policy, Col. Kuber was confident India would turn into 
an attractive investment destination, and global OEMs would be looking 
to engage with local companies. Both Dr. Devendra Sharma, Chairman, 
HSMC and Ajit Manocha, Chairman, POET Technologies, elaborated on 
their successes on partnering with Indian companies and designing world 
class products and technologies. Giving an international perspective, 
David Keynan, the Managing Partner of BDO-I2I India Business Consulting 
said that Israel was excited about the developments happening in India, 
especially the start-up sector and was keen on identifying possibilities of 
partnerships in defence manufacturing.

A Skilled Workforce – A Critical Need
Any talk of boosting manufacturing, forming partnerships, setting up a defence manufacturing ecosystem, etc., is incomplete without a workforce with specific skillsets. 
One way to ensure we have a skilled talent pool is to introduce the appropriate courses at college level and create a DARPA like science foundation grant as Som Pal 
Choudhary from Analog Devices said. Dr. Ranjan reiterated that it was necessary that educational institutes have internship programs with industries so that hands-on 
learning is assured, which right now is lacking. Vijay Gundannavar from Servo Controls felt that very few educational institutes concentrate on vocational courses. The 
alarming fact that we have lakhs of engineers graduating every year, only 15% of whom are employable was echoed by almost every speaker, and all were emphatic 
about the urgent need to transform this scenario.
Rounding off the action-packed two days was a panel discussion on how to ramp-up our internal security sector. Sanjay Handu opined that when we talk about the 
government’s vision to create a hundred smart cities in India, internal security would have to be an integral part. Rajan Medhekar, former DG, NSG, said that events like 26/11 
showed us multiple areas in dire need of upgradation and the necessity of having accurate and up-to-date documentation. Pratap Heblikar of Maxgrid Securicor felt that 
unless the various agencies and ministries dealing with homeland security collaborated in an effective manner, we wouldn’t have a fool-proof national security program.  

In Summary…
Overall, there was a feeling of optimism and hope over the various government policies which encouraged investment and global partnerships. As Vinay Shenoy, IESA 
Chairman, mentioned in his inaugural speech, self-sustenance and self-reliance are the primary principles. The sheer market size of our defence, aerospace and internal 
security industries offers incredible opportunities for local companies to partner with global players and boost manufacturing. All the stakeholders parted with the firm 
confidence and fervent hope that DEFTRONICS 2016 will see India firmly on the path toward becoming a manufacturing destination with regard to defence electronics.
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